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Executive Summary

This Surveillance Technology Inventory Report is the City of Pittsburgh’s first comprehensive
accounting of technologies used across City departments that meet the definition of “surveillance
technology” as defined by City Council Resolution 2026-0287 (see Appendix I). This report
responds directly to the requirement to document all technologies that collect, capture, analyze,
store, or otherwise process information related to individuals or groups. Similar inventories have
been developed in other municipalities. The City of Pittsburgh studied the best practices of
Portland, Long Beach, and New York while tailoring its approach to local needs, operations, and
evolving community expectations. A desk review was also performed internally to understand what
is in place as well as what is planned for Department of Mobility and Infrastructure, the Department

of Public Safety, and the Pittsburgh Bureau of Police.

As part of this work, Pittsburgh continues to center a resident-first approach to technology
governance, reflected most clearly in City Ordinance 2020-0647 which regulates facial recognition
and predictive policing technologies (see Appendix II). The ordinance restricts these tools unless
City Council determines they pose no civil rights risks and are supported by validated research, a
framework established to safeguard privacy and prevent bias. This same approach guides the City’s
broader surveillance oversight efforts and informs how technologies in this inventory were evaluated

against internal assessments, national best practices, and applicable local, state, and federal law.

Through this review, it was found that the majority of the technologies reviewed had policies and
ordinances in place connected to their operations and that, in the process of establishing policies,
departments have also provided assessments reviewing civil rights and privacy considerations while
highlighting potential disparate impacts for vulnerable populations. Through this work, the City of
Pittsburgh has established procedures regarding consent, subpoenas, warrants, and public-facing use.
This initial document will help to inform how the City of Pittsburgh may choose to approach

surveillance technologies moving forward.



Purpose

The purpose of this report is to provide City Council, the Mayor, and the public with transparent,
foundational insight into surveillance technologies currently deployed or planned across City
operations. By documenting how technologies function, where they are used, what policies govern
them, and how civil rights and civil liberties considerations are addressed, the City seeks to support

informed public dialogue and establish a baseline for responsible oversight and future reporting.
Scope

The scope of this report spans technologies acquired, funded, or used by City departments from
January 1, 2020, to the present. Departments were asked to identify any technology meeting the
criteria outlined in Resolution 2026-0287 Section 1(b), including camera systems, gunshot detection
sensors, automated license plate readers, forensic analysis tools, drones, analytics platforms, and
other tools capable of collecting or processing surveillance-related data (see Appendix III). The
resolution requires the City to produce a report detailing each surveillance technology’s purpose, use,
deployment locations, related complaints, audit results, regulatory issues, civil rights impacts, and

total annual costs if applicable.

In addition to the requirements listed in Resolution 2026-0287, this report includes corresponding
policies to aid readers’ understanding of the City’s technology use. Technology profiles presented in
this report follow a uniform structure to improve clarity, readability, and consistency for public

review.
Key Findings

¢ Resident-first oversight model: The City’s facial recognition and predictive policing
ordinance demonstrates Pittsburgh’s commitment to civil-rights-centered technology
governance. Consistent with this standard, all technologies in this inventory were evaluated
against internal departmental reviews, applicable legal requirements, and recognized best
practices.

e Cross-departmental participation: All relevant departments, including Public Safety,

Police, Mobility and Infrastructure, Parks and Recreation, Public Works, and Permits,



Licenses and Inspections, reported technologies fitting the resolution’s definitions, with
multiple systems in active use and several planned for future deployment.

¢ Consistency with national best practices: The City’s methodology draws on surveillance
accountability frameworks used in Portland, Long Beach, and New York, integrating their
best practices while adapting to Pittsburgh’s legislative requirements and operational realities.

o Civil rights and civil liberties safeguards: Departments provided assessments of potential
discriminatory or disparate impacts, with many technologies governed by existing policies
such as City Code Chapter 681 (Public Safety Camera System) and established procedures
regarding consent, subpoenas, warrants, and public-facing use.

e Corresponding policy guidelines: While some tools may need further policy development
or refinement, the majority of items identified by this inventory have at least one policy to
govern their use, with many covered by multiple policies.

e Baseline for future governance: This inventory is not intended to be the final or definitive
accounting of surveillance tools. Instead, it establishes the initial dataset necessary for future

audits, reviews, and improvements to governance framework.

As Pittsburgh continues modernizing its operations and infrastructure, surveillance technologies will
evolve accordingly. This first report marks the beginning of a recurring, transparent reporting
process designed to ensure Pittsburgh’s use of technology remains aligned with community interests,

civil rights protections, and legislative direction.
Methodology

This report was developed in accordance with City Council Resolution 2026-0287, which directs the
Department of Innovation and Performance to publish a comprehensive accounting of all
surveillance technologies acquired, funded, or used by the City of Pittsburgh (see Appendix IV). To
meet the requirements outlined in Section 1(b) and 1(c) of the resolution, I&P conducted
cross-departmental data collection covering the current and upcoming technologies that meet the

resolution’s criteria.

A desk review of active and planned surveillance technology policy was performed with cooperation

from the Department of Mobility and Infrastructure, the Department of Public Safety, and



Pittsburgh Bureau of Police. Through this collaboration, it was found that the majority of the
technologies reviewed had policies and ordinances in place connected to their operations that
followed uniform structure to provide ease of access and transparency. For items purchased via
contracts, the link to OpenBook is made available. Policies for these technologies can be found in
the Governing Policies section of the report. Departments have also provided assessments reviewing
civil rights and privacy considerations while highlighting potential disparate impacts for vulnerable
populations in order to establish procedures regarding consent, subpoenas, warrants, and

public-facing use.

Guided by some of the most forward-thinking approaches evaluated through a review of other
cities’ best practices, the City of Pittsburgh goal is to have this document provide transparent
information about surveillance technology. This document will act as a foundation for shared
knowledge that can contribute to an improved governance framework that is able to meet concerns

over technology now and in the future.

1. Definition and Scope Alignment

The resolution provides a definition for surveillance technology, including electronic devices,
hardware, software, and tools that collect, capture, analyze, or store information associated with
individuals or groups, as well as specified categories such as automated license plate readers, CCTV
cameras, biometric systems, gunshot detection, predictive analytics tools, and software used to
access or integrate surveillance data. These definitions served as the foundational scope of the
inventory. Each department was asked to review this definition and identify technologies under their

purview that meet any of the criteria listed in Section 1(b) (Appendix IIT).

2. Departmental Data Collection

The Department of Innovation and Performance disseminated a standardized data request template
to all relevant City departments and bureaus, including, but not limited to: Public Safety; Police;
Mobility and Infrastructure; Parks and Recreation; Public Works; and Permits, Licenses and
Inspections. Recipients were instructed to provide detailed descriptions for each technology, if

applicable, including:

e Technology type and category

e How the technology is used operationally



e Geographic deployment areas

e Annual costs and funding sources

e Governing policies and legal authorities

e Summaries of complaints, concerns, or civil rights impacts

e Internal audit findings and compliance considerations

These categories directly reflect the reporting requirements under Section 1(b)(1) through 1(b)(8).

3. Civil Rights and Civil Liberties Impact Review

In alignment with the resolution’s emphasis on protecting rights guaranteed under the First, Fourth,
and Fourteenth Amendments, the Department of Innovation and Performance requested
departments to provide narrative assessments of any potential discriminatory or disparate impacts.
These assessments were then reviewed for consistency and for alignhment with existing City policies,

including Chapter 681 (Public Safety Camera System) and other governing procedural orders.

4. Standardization and Presentation

Collected data was synthesized into a uniform technology profile format to ensure transparency and
readability for the public. The profile templates follow national best practices drawn from other
municipal surveillance oversight efforts (e.g., Portland, Long Beach, New York), while being adapted
to Pittsburgh’s operational environment and legislative requirements (see Appendix V-VII). This

standardization creates the foundation for future reports.



Department of Innovation and Performance

Technology Profile: Unmanned Aerial Services (Drones)

Summary: A City-owned drone is used by the City’s Cable Bureau in aerial photography, video
capture, and recreational drone operations for community-facing visual/media operations.
Additionally, the Department of Innovation and Performance partnered with Pittsburgh Drone
Services via a pilot project through 2026’s PGH Lab cohort. This project used drone flights with
Pittsburgh Drone Services’ equipment alongside ThermoMaps360, a high-resolution visual data
capture program to measure residential heat loss in order to provide data for targeting insulation

remediation strategies to lower energy costs for residents.

Potential Impact on Civil Rights and Civil Liberties: Drones are to record video from a distance

and from public air space.



Technology Category Video

Department / Bureau Responsible Department of Innovation and Performance
Vendor / Product Name DJI Mavic 3 Pro Cine, DJI Mavic 4
Geographic Area City-wide

Total Annual Cost $4,000 per DJI drone (one-time purchase costs

in 2024 and 2026 with minimal operating
expenses); $25,000 (PGH Lab 2026 pilot)

Source of Funding Capital purchases of DJI drones come from
Franchise Agreement funds, PGH Lab funds

covered the 2026 Pittsburgh Drone Services

PGH Lab pilot
Status Active
Effective Date 2024
Governing Policies The City of Pittsburgh follows all relevant

Federal Aviation Administration regulations

and pilots must obtain Federal Aviation

Administration Part 107 Airspace

Authorization

Department of Mobility and Infrastructure

Technology Profile: Automated Red Light Enforcement

Summary: The cameras will be installed at all relevant approaches within an intersection. They will
capture vehicles that enter intersections during a steady red and if a vehicle completes movement
through the intersection, will flag it as a violation. The technology used in this program was vetted
and approved by the Pennsylvania Department of Transportation. No front-facing pictures or video

will be captured.

The cameras will take rear license plate photos and videos when vehicles run red lights. The contract
with Verra Mobility, the vendor, is for five years and funds were identified in the City’s Operating

Budget, with an expectation that the program will pay for itself. the Department of Mobility and


https://www.faa.gov/uas/commercial_operators/part_107_airspace_authorizations
https://www.faa.gov/uas/commercial_operators/part_107_airspace_authorizations
https://www.faa.gov/uas/commercial_operators/part_107_airspace_authorizations

Infrastructure can reimburse operating expenses through violation revenue, and any excess revenue

is remitted to the Commonwealth of Pennsylvania for a safety grant program.

Technology Category Recognition/Detection
Department / Bureau Responsible Department of Mobility and Infrastructure
Vendor / Product Name Verra Mobility
Geographic Area Dallas and Penn
Saw Mill Run and Woodruff
West End Bridge and Route 65/Chateau*
General Robinson and Anderson*
Fifth and Negley*
Browns Hill and Parkview*
Total Annual Cost N/A
Source of Funding Operating Budget
Status Active
*Anticipated
Effective Date August 2026

Governing Policies

75 Pa.C.S.A. 3117 and Pittsburgh City Code,
Title Six, Conduct, Article I, Regulated Rights
and Actions, Chapter 625

OpenBook Contract Link

Verra Mobility contract details

Technology Profile: Standard Traffic Detection System

Summary: The standard traffic detection system is a collection of tools loops in the ground,

microwave radars, or cameras used to let the signaling system know of the presence of a vehicle.

These are standard products approved by the Pennsylvania Department of Transportation and no

data is stored from any of these technologies.

e Inductive Loops: Inductive loops are installed in the pavement. When a vehicle crosses

over it, a magnetic field is broken that then sends a signal to the controller that there is a

vehicle present.
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https://openbook.pittsburghpa.gov/ContractDetail.aspx?ID=55525&sup=0

e Microwave Radar: Microwave radar consists of pole-mounted radar units that use

microwave radar to track the presence of a vehicle at a signal. When a vehicle enters a

specific "zone," a signal is sent to the controller.

e Camera: Pole-mounted cameras track the presence of a vehicle at a signal. When a vehicle

enters a specific "zone," a signal is sent to the controller.

For funding, the Capital Budget is used when the detection system is installed as part of a full signal

replacement project, or when detection is replaced or upgraded at several intersections at once. The

remaining upgrades are funded through the City’s Operating Budget and typically involve adding

detection at ad-hoc locations or replacing devices in-kind when they are obsolete.

Technology Category

Detection

Department / Bureau Responsible

Department of Mobility and Infrastructure

Vendor / Product Name

Standard Traffic Detection System

Geographic Area

City-wide

Total Annual Cost

N/A

Source of Funding

Operating Budget, Capital Budget

Status

Active

Effective Date

N/A

Governing Policies

Manual on Uniform Traffic Control Devices

(MUTCD)

Technology Profile: Miovision (Advanced Traffic Detection System)

Summary: This traffic signal detection technology with analytics is used to pull data and traffic

counts. It uses a camera with 360-degree visibility that can track and recognize the difference

between vehicles, pedestrians, and cyclists.

11




Technology Category Recognition/Detection

Department / Bureau Responsible Department of Mobility and Infrastructure

Vendor / Product Name Miovision

Geographic Area City-wide

Total Annual Cost $25,000 per intersection at approximately 50
intersections

Source of Funding Operating Budget, Pennsylvania Department of

Transportation grant funding

Status Active

Effective Date 2026

Governing Policies Manual on Uniform Traffic Control Devices
(MUTCD)

Department of Parks and Recreation

Technology Profile: CityData.Al

Summary: CityData.Al is a registered data broker that collects location-based information about
individuals using smartphones. Data is collected from the installation of software development kits
developed by CityData.Al and made available to participating smartphone application software

developers.

CityData.Al is used to better understand how the City of Pittsburgh’s parks are being used and to
support planning, operations, and visitor experience improvements, particularly within the City's
Regional Asset District parks. It will also help the City provide more accurate, data-driven estimates

of park visitation to support Regional Asset District reporting and future funding requests.

Potential Impact on Civil Rights and Civil Liberties: The platform is not expected to have a
material impact on civil rights or civil liberties, as it provides only anonymized, aggregated visitor
insights for planning and operational purposes. CityData.Al does not collect or store personally
identifiable information from the software development kits. Individuals cannot be identified or

tracked, and the technology does not use facial recognition or identification technology.

12



Technology Category Analytics Dashboard

Department / Bureau Responsible Department of Parks and Recreation
Vendor / Product Name CityData.Al CityParks
Geographic Area Hays Woods, Highland Park, Emerald View

Park, Schenley Park, Frick Park, Riverview
Park, Point State Park, and North Shore

Riverfront Park
Total Annual Cost $4,980
Source of Funding Allegheny Regional Asset District
Status Active
Effective Date July 14, 2026
Governing Policies No policies identified

Department of Permits, Licenses, and Inspections

Technology Profile: Blitzz

Summary: This software allows inspectors to perform inspections remotely by connecting virtually
with a customer’s device (phone, tablet, or computer) to observe the subject work and inspect it for

compliance.

Once operational, permit applicants may choose to request virtual inspection services for some
permits. Inspectors will access Blitzz through a web browser using their assigned login credentials.
Once logged in, inspectors will be able to perform core inspection functions directly within the
platform. This includes sending customers inspection invitations via text message or email,
observing and inspecting the work, and documenting conditions through screenshots. The platform
also offers additional functionality beyond these core features that may be utilized as the program

evolves.

Permit applicants will not be required to download or install any software to participate in a virtual
inspection. The invitation link sent by the inspector will allow an applicant and/or contractor to join

the inspection directly through a standard web browser.

13



The Department of Permits, Licenses, and Inspections is planning to establish dedicated virtual
inspection stations within its offices. These stations will include monitors, keyboards, and mice to

support inspectors conducting virtual inspections.
The technology will be offered as an optional service for permit applicants. The initial phase is
intended to be limited to permits associated with single-family and two-family homes. This

technology will not be used to investigate 311 complaints.

Potential Impact on Civil Rights and Civil Liberties: There is no anticipated impact on civil

rights and civil liberties as this is a voluntary service. Customers can still request standard in-person

inspections.

In Partnership with the Department of Innovation and Performance: The Department of

Innovation and Performance has reviewed and approved the software through cybersecurity vetting.

Technology Category Observation

Department / Bureau Responsible Department of Permits, Licenses, and
Inspections

Vendor / Product Name Blitzz

Geographic Area City-wide

Total Annual Cost $4,987.50

Source of Funding Operating Budget

Status Anticipated

Effective Date

September 23, 2026

Governing Policies

No identified policy
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Department of Public Safety

Technology Profile: Public Safety Security Initiative

Summary: The Public Safety Security Initiative is a network of cameras, automated license plate

readers, and physical security assets that include access control, intercom systems, and door alarms.

e Cameras: Public Safety security cameras are utilized to assess potentially dangerous
situations, violent crimes, port security, and hazardous road and weather conditions, as well

as to protect City property, assets, and critical infrastructure.

e Automated License Plate Readers: The readers are utilized to assist law enforcement in
responding to vehicle theft, missing persons, Amber Alerts, abductions, or other crimes in

furtherance of public safety.

e Access Control: Part of the overall Public Safety Security Initiative, access control is utilized
at City offices, facilities, and parking areas to control access to locations based upon those

deemed necessary to provide a safe and secure workplace for City employees.

The initiative has been funded by a mix of grant awards, capital funding, and operating funding. The
system’s uses include, but are not limited to, the following: preventing, deterring, and solving violent
crimes by providing a virtual block watch; and monitoring severe weather events, traffic conditions,

and special events. The physical security aspect of the Security Initiative is utilized to protect the City

of Pittsburgh’s assets and employees.

Technology is deployed in all areas of the City, its facilities, and its assets. Locations are determined
based upon crime statistics, community requests, 311 requests, and coordination with City Council

constituent casework efforts.

Summary of Complaints or Concerns Received: From February 2017 to present, the City
received two complaints on camera placement and locations. Residents requested that the camera

placements be moved left or right on a pole. Those requests were accommodated.

15



Potential Impact on Civil Rights and Civil Liberties: Pittsburgh City Code Chapter 681 was
completed in partnership with the ACLU when crafted. Cameras are all mounted within the
designated public right-of-way or publicly accessible areas, affixed to utility poles or City-owned
assets that permit third-party attachments for use by the Department of Public Safety. All cameras
are overt in nature, matching the aesthetics of the asset to which they are attached and focused on

public areas where there is no legal expectation of privacy.

In Partnership with the Department of Innovation and Performance: This initiative was
initiated through a joint partnership between the Department of Public Safety and the Department
of Innovation and Performance, the latter of which had oversight of system maintenance, upkeep,
and procurement from its start until 2016. As a result of suspected negligence, and an Office of
Municipal Investigations investigation, the Department of Public Safety took over management of
the system in 2017. Since that time, the Department of Innovation and Performance has been

involved in work for the system around procurement, requests for proposals, and application

support.

Technology Category Cameras; automatic identification/ tracking;
automated license plate readers

Department / Bureau Responsible Department of Public Safety

Vendor / Product Name N/A

Geographic Area City-wide

Total Annual Cost $1,387,081

Source of Funding Operating Budget, Capital Budget, grant
funding

Status Active

Effective Date January 6, 2016

Governing Policies 09-02 Public Safety Camera System; Chapter
681 City Code

16



Technology Profile: ShotSpotter

Summary: ShotSpotter is acoustic gunshot detection technology used by law enforcement to
instantly detect and locate the source of outdoor gunfire, alerting first responders to gunfire
incidents so that they can arrive on scene with enhanced situational awareness and with quicker
response times to provide life-saving care to victims of gunfire. The geographic area spans through
20 square miles of the City of Pittsburgh. Locations were derived from historical data of gun fire
incidents, non-fatal shootings, and homicides throughout the City, mapping these locations and the

areas of significant incidents that would benefit from the deployment of the technology.

Upon notification of a possible gunfire incident, a gunfire and acoustic expert will analyze the data
and authenticate that the data received was gunfire. The acoustic expert will differentiate between

gunfire and other explosions such as fireworks.

Potential Impact on Civil Rights and Civil Liberties: Gunshot detection is utilized to pinpoint
gunfire incidents. The technology does not record voices or conversations and the algorithm uses

acoustic technology.

Technology Category Sound detection

Department / Bureau Responsible Department of Public Safety

Vendor / Product Name ShotSpotter

Geographic Area City-wide

Total Annual Cost $1,314,047

Source of Funding Operating Budget, Capital Budget, grant
funding

Status Active

Effective Date January 1, 2015

Governing Policies 69-04 ShotSpotter

OpenBook Contract Link Sound Thinking, Inc. contract details

17


https://openbook.pittsburghpa.gov/VendorDetail.aspx?ID=0000248436

Bureau of Police

Technology Profile: CellHawk

Summary: This is a cloud-based program used to look up phone numbers and analyze details of call
records provided by the cellular carrier. It is used by the Bureau of Police’s Investigations Branch.
Its use is limited to three user accounts. Legal authority must be granted before investigators can
obtain records from the cellular company. These records are entered into CellHawk and the
program plots the information onto a map. This program has been funded via asset forfeiture or

operating funds.

Potential Impact on Civil Rights and Civil Liberties: Legal authority to use the technology must
be obtained via consent, subpoena, court order, or search warrant prior to use. The technology

cannot be used, will not be used, and is not used until appropriate legal authority to do so has been

granted.
Technology Category Identification
Department / Bureau Responsible Bureau of Police
Vendor / Product Name CellHawk
Geographic Area City-wide
Total Annual Cost $5,700
Source of Funding Operating Budget, asset forfeiture
Status Active
Effective Date 2016
Governing Policies 36-01 Evidence Procedures

Technology Profile: Cellebrite

Summary: Cellebrite is a software/hardware program that is used to process, examine, and analyze
mobile devices (cell phones, tablets, drones, etc.). Once legal authority is obtained, Cellebrite utilizes
its proprietary software/hardware to extract data from the devices and then parses the data into a

readable format. This program has been funded via asset forfeiture or operating funds.

18



The technology is primarily used from the Digital Forensics Unit office.

Potential Impact on Civil Rights and Civil Liberties: Legal authority to use the technology must
be obtained via consent, subpoena, court order, or search warrant prior to use. The technology

cannot be used, will not be used, and is not used until appropriate legal authority to do so has been

granted.
Technology Category Identification
Department / Bureau Responsible Bureau of Police
Vendor / Product Name Cellebrite
Geographic Area City-wide
Total Annual Cost $145,000
Source of Funding Operating Budget, asset forfeiture
Status Active
Effective Date 2008
Governing Policies 36-01 Evidence Procedures

Technology Profile: Berla

Summary: This software/hardware program is used to process the infotainment systems of
vehicles. Once legal authority is obtained, Bertla utilizes its proptietary software/hardware to extract
data from the infotainment systems located within a vehicle. This program has been funded via asset

forfeiture or operating funds.

The technology is primarily used from the Digital Forensics Unit office.

Potential Impact on Civil Rights and Civil Liberties: Legal authority to use the technology must
be obtained via consent, subpoena, court order, or search warrant prior to use. The technology

cannot be used, will not be used, and is not used until appropriate legal authority to do so has been

granted.
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Technology Category

Identification

Department / Bureau Responsible

Bureau of Police

Vendor / Product Name Cellebrite
Geographic Area City-wide
Total Annual Cost $4,250

Source of Funding

Operating Budget, asset forfeiture

Status

Active

Effective Date

2017

Governing Policies

36-01 Evidence Procedures

Technology Profile: Unmanned Aerial Services (Drones)

Summary: Drones are used in aerial Surveillance to act as a camera in the air for situational

awareness according to policy. They can be used by the Bureau of Police anywhere in the City of

Pittsburgh. This program has been funded via asset forfeiture or operating funds.

The technology is primarily used from the Digital Forensics Unit office.

Potential Impact on Civil Rights and Civil Liberties: Drones are to record video from a distance

from public air space.

Technology Category Video
Department / Bureau Responsible Bureau of Police
Vendor / Product Name Cellebrite
Geographic Area City-wide

Total Annual Cost $35,000

Source of Funding

Operating Budget, asset forfeiture

Status

Active

Effective Date

July 14, 2025

Governing Policies

42-14 Unmanned Aircraft Systems

20




Technology Profile: Axon Body 4 (Camera)

Summary: The Bureau of Police’s overt audiovisual recording devices (body-worn cameras) are

capable of recording both acoustic data (i.e., sound) and video images. The mechanics of the camera

are housed in such a way that the device is not hidden, concealed, or disguised. Personal use of this

technology is prohibited. When activated, overt audiovisual recording devices provide an objective

acoustic and video record of anything that occurs within recoding range of the device.

Officers conspicuously operate overt audiovisual recording devices during calls for service, citizen

contacts, or any other time or interaction dictated by policy. For example, an overt audiovisual

recording device may be used to document a suspected intoxicated driver, a suspect being given

Miranda warnings, victim statements, or anything else the officer would be plainly able to see or

hear. Axon body-worn cameras are part of a larger Axon technology package.

Potential Impact on Civil Rights and Civil Liberties: There was one regulatory violation that

was addressed through a civil litigation case filed on March 26, 2024.

Technology Category

Body Camera

Department / Bureau Responsible

Bureau of Police

Vendor / Product Name

Axon Body 4

Geographic Area All Bureau of Police personnel
Total Annual Cost $1,823,292.18

Source of Funding Operating Budget

Status Active

Effective Date

November 5, 2015

Governing Policies

69-03 Body Worn Camera Recording and

Digital Evidence Storage Systems

OpenBook Contract Link

Axon Enterprise, Inc. contract details
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https://openbook.pittsburghpa.gov/VendorDetail.aspx?ID=0000154149

Technology Profile: Axon Fleet 3 (Camera)

Summary: Fleet 3 consists of at least two cameras in marked police cars: one in the front of the
vehicle in a windshield mount and the second pointed at the law enforcement vehicle’s detainment
compartment. These cameras are connected to and controlled by the fleet hub. The system records
events for secure storage, retrieval, and analysis. Recordings transfer securely to Axon Evidence
using LTE, Wi-Fi, or manual operations. The Axon Fleet 3 system automatically powers on upon
detecting vehicle ignition and the shutdown delay of the system after ignition power-off is

programmable.

This technology is deployed within marked police units. An automated license plate reader and a
camera are placed facing through the police vehicle’s front windshield. An additional camera is able

to record the detainment compartment of the vehicle.

Axon Fleet 3 cameras are utilized as the designated recording device for marked patrol vehicles. This
technology captures video of vehicles in transport when a patrol unit is operating as an emergency
vehicle. The system may also be utilized to record transports conducted with Bureau of Police

vehicles. Fleet cameras are part of a larger Axon technology package.

Technology Category Vehicle Camera

Department / Bureau Responsible Bureau of Police

Vendor / Product Name Axon Fleet 3

Geographic Area All police vehicles

Total Annual Cost $274,315.30

Source of Funding Operating Budget

Status Active

Effective Date November 5, 2015

Governing Policies 69-01 Mobile Video/Audio Recording
Equipment

OpenBook Contract Link Axon Enterprise, Inc. contract details
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Technology Profile: Axon Interview (Camera)

Summary: Axon Interview is a full interview room video solution that captures, tags, and
automatically uploads interview footage to Axon Evidence. It provides redundant, high-quality audio
and video recordings of witness and suspect interviews, creating defensible evidence that meets the

security and chain-of-custody standards required for prosecution.

Axon Interview cameras are utilized to record secure holding areas and designated interview rooms

at the Bureau of Police headquarters. Axon Interview is part of a larger Axon technology package.

Technology Category Camera

Department / Bureau Responsible Bureau of Police

Vendor / Product Name Axon Fleet 3

Geographic Area Bureau of Police headquarters

Total Annual Cost N/A

Source of Funding Operating Budget

Status Active

Effective Date July 17, 2026

Governing Policies 55-02 Temporary Holding Areas
OpenBook Contract Link Axon Enterprise, Inc. contract details

Technology Profile: FUSUS (Real-Time Intelligence Center Platform)

Summary: FUSUS is a real-time intelligence and crime center platform that aggregates live video,
data, and sensor feeds from existing technology infrastructure such as ShotSpotter, drones, public

safety cameras, officers’ body-worn cameras, and fleet cameras into a single map-based interface.
FUSUS is a dashboard that consolidates existing public safety technology to be viewed on one

platform rather than several. FUSUS is used by incident command and the City’s Real Time Crime

Center. Axon FUSUS is part of a larger Axon technology package.
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Technology Category Dashboard

Department / Bureau Responsible Bureau of Police
Vendor / Product Name Axon
Geographic Area Central digital resource to consolidate existing

public safety assets

Total Annual Cost N/A

Source of Funding Operating Budget

Status Active

Effective Date April 2, 2020

Governing Policies 43-13 Real Time Crime Center

Special Weapons and Tactics (SWAT) Unit, Bureau of Police

Technology Profile: Throwbots

Summary: This is a robotics platform with surveillance capabilities that provides real time video and
audio to help bring a SWAT incident to a safe and peaceful resolution. The technology is used by

the SWAT team when deployed for a critical incident and thus may be used at any location.
Similar to much other SWAT technology, this technology is funded through the Pennsylvania
Region 13 Task Force, a cooperative emergency response and counterterrorism unit covering 15

counties in Southwestern Pennsylvania.

Potential Impact on Civil Rights and Civil Liberties: This technology does not record and is

used for information gathering in real time.
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Technology Category

Robotics Platform

Department / Bureau Responsible

Bureau of Police

Vendor / Product Name Throwbots

Geographic Area City-wide

Total Annual Cost Est. $10,000 (one-time cost)
Source of Funding Region 13

Status Active

Effective Date

2001 or before

Governing Policies

42-11 Pittsburgh SWAT Policy and Operating
Guidelines

Technology Profile: PoleCam

Summary: This is a handheld surveillance device with thermal and infrared capabilities. This

technology is funded by Region 13.

This technology provides real time video and audio to help bring a SWAT incident to a safe and

peaceful resolution. It is used by the SWAT team when deployed for a critical incident and thus may

be used at any location.

Potential Impact on Civil Rights and Civil Liberties: This technology does not record and is

used for information gathering in real time.
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Technology Category

Visual/Audio

Department / Bureau Responsible

Bureau of Police

Vendor / Product Name PoleCam

Geographic Area City-wide

Total Annual Cost Est. $10,000 (one-time cost)
Source of Funding Region 13

Status Active

Effective Date

2001 or before

Governing Policies

42-11 Pittsburgh SWAT Policy and Operating
Guidelines

Technology Profile: Underdoor Camera

Summary: This is a handheld surveillance device with thermal and infrared capabilities. This

technology is funded by Region 13.

It provides real time video and audio to help bring a SWAT incident to a safe and peaceful

resolution. The technology is used by the SWAT team when deployed for a critical incident and thus

may be used at any location.

Potential Impact on Civil Rights and Civil Liberties: This technology does not record and is

used for information gathering in real time.
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Technology Category Visual/Audio

Department / Bureau Responsible Bureau of Police

Vendor / Product Name Underdoor Camera

Geographic Area City-wide

Total Annual Cost Est. $10,000 (one-time cost)

Source of Funding Region 13

Status Active

Effective Date 2001 or before

Governing Policies 42-11 Pittsburgh SWAT Policy and Operating
Guidelines

Explosive Ordnance Devices Unit, Bureau of Police

Technology Profile: Robotics Platform

Summary: The robotics platforms utilized by the Explosive Ordnance Devices Unit provide real

time video and audio while being used to safely disarm explosive devices. This equipment is not

used in surveillance and is only used in real time for an operator to drive, address, and manipulate

suspicious items. It has been deployed for incidents involving suspicious items across Pittsburgh.

This technology is funded by Region 13.

The Explosive Ordnance Devices Unit utilizes the following robotics platforms:

Telerob Telemax Hybrid
Icor Flex

Icor Mini x2

Icor T5

Icor MK3

Andros FOA

Andros F6B

Potential Impact on Civil Rights and Civil Liberties: The robotics platforms are used in real

time by the operator and are not used for recording.
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Technology Category

Robotics Platform

Department / Bureau Responsible

Bureau of Police

Vendor / Product Name

Telerob Telemax Hybrid; Icor Flex, Mini x2,
T5, MK3; Andros F6A, F6B

Geographic Area

City-wide

Total Annual Cost

Smaller Robots range from $30,000-$80,000
(one-time cost)
Large Robots range from $225,000-$475,000

(one-time cost)

Source of Funding Region 13
Status Active
Effective Date 2002

Governing Policies

42-06 Bombs / Bomb Threats Explosives /

Post-Blasts Suspicious Packages

Technology Profile: X-Ray System

Summary: This system allows users to see inside of suspected explosive packages. This equipment

is not used in surveillance. It has been deployed all over the region as part of incident responses.

This technology is funded by Region 13.

The Explosive Ordnance Devices Unit utilizes the following X-ray systems:

e Scan-X Scout
e Logos T-Series
e NexRay MMX
e MexRay Nano
e Novo

e Open Vision
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Technology Category

Robotics Platform

Department / Bureau Responsible

Bureau of Police

Vendor / Product Name

Scan-X Scout, Logos T-Series, NexRay MMX,
MexRay Nano, Novo, Open Vision

Geographic Area

City-wide

Total Annual Cost

Portable systems range from $40,000-$50,000
(one-time cost)
Fixed X-ray systems (truck-mounted) range

from $60,000-$80,000 (one-time cost)

Source of Funding

Region 13

Status

Active

Effective Date

1990 or earlier

Governing Policies

42-06 Bombs / Bomb Threats Explosives /

Post-Blasts Suspicious Packages

Department of Public Works

Technology Profile: Trail Cameras

Summary: Three motion-activated, battery-powered Reconyx trail cameras with internal SD cards

were previously used. Movement triggered the trails cameras to capture 10 images per trigger.

Images were housed on the internal SD card for review by Department of Public Works staff to

identify the license plates of individuals involved with illegal dumping. The cameras were up and

used for approximately five months between March 2024 and August 2024.

Potential impact on Civil Rights violations: The cameras recorded all motion triggers and not

just illegal dumpers, but signs were posted to alert the public of the cameras.
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Technology Category

Recognition/Detection

Department / Bureau Responsible

Department of Public Works

Vendor / Product Name

Reconyx Trail Cameras

Geographic Area

McKinley Park recycling drop- off

Total Annual Cost

Est. $3,000 (one-time cost)

Source of Funding

Richard King Mellon Foundation grant

Status

Inactive

Effective Date

March 2024 to August 2024

Governing Policies

No identified policy

Governing Policies

The City of Pittsburgh passed Ordinance 2020-0647 to regulate the use of facial recognition and

predictive policing technology unless explicitly approved by City Council. This ordinance was

created in response to documented bias and inaccuracies in facial recognition algorithms, particularly

those affecting minority, women, elderly, and child populations, as well as concerns that predictive

policing tools can amplify historically biased data.

While there are policies directly relevant to each technology and digital data are also subject to the

City’s Privacy Disclaimer, all City technologies are further governed by, at a minimum, the following

chapters in the Code of Ordinances:

Privacy Disclaimer

Citv Code:

e Ch. 541.04B / 541.04C — Smart Loading Zones

e Ch. 625 — Red Light Enforcement Systems

e Ch. 652 — Police Recording Devices

e Ch. 680 — General Provisions

e Ch. 681 — Permitted Use and Limitations

e Ch. 682 — Retention of Recorded Footage

e Ch. 683 — Access to and Use of City Recorded Footage
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e Ch. 684 — Integrity and Security of Public Security Camera Data
e (Ch. 685 — Training

e Ch. 687 — Public Comment

e Ch. 688 — Periodic Reviews / Misuse / Change in Purpose

o Ch. 689 — Sanctions, Enforcement, Remedies

e Ch. 763 — Parking Lots

Bureau of Police Policies

The Bureau of Police maintains additional policies and manuals governing its use of technologies.

The most relevant policies related to surveillance technology include:

Policies and Procedural Manual:

11-03 Unbiased Policing

11-04 First Amendment Activities

16-01 Standards of Conduct

36-01 Evidence Procedures

36-02 Property Room Procedures

36-03 Barcoded Evidence Analysis Statistics and Tracking Pre-log System
45-02 Warrantless Search and Seizures

45-03 Warrant Service

42-11 Pittsburgh SWAT Policy and Operating Guidelines
42-14 Unmanned Aircraft Systems

43-12 Intelligence

43-13 Real Time Crime Center

42-14 Unmanned Aircraft Systems

51-01 Justice Network NET

55-02 Temporary Holding Areas

66-04 Computer Aided Dispatch (CAD)

68-01 Electronic Communications / Computer Network Policy
68-03 Personal Social Media Accounts

69-01 Mobile Video/Audio Recording Equipment
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69-02 Public Safety Camera System

69-03 Body Worn Camera Recording and Digital Evidence Storage Systems
69-04 ShotSpotter

76-01 Right-To-Know

Future Plans

The Department of Innovation and Performance will pursue a standardized framework for creating
an inventory of surveillance technology established with a recurring review calendar to ensure that
data remains current. The City of Pittsburgh will continue to improve and keep current its governing

policies related to surveillance technology.
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Appendix

Appendix I.
City Council Resolution 2026-0287

Appendix II.
City Council Resolution 2020-0647

Appendix III. City Council Resolution 2026-0287 Section 1(a) through (c)

Now, therefore be it resolved by the Council of the City of Pittsburgh as follows:

Section 1 Surveillance Technology Report.

(a) The Department of Innovation & Performance is hereby authorized and directed to publish and
submit to the Mayor and the City Council a report on surveillance technologies acquired, funded, or
used by the City. (b) Surveillance Technologies required to be included in the report shall include: (1)
any electronic device, hardware, or software that is intended to collect, capture, record, retain,
process, intercept, analyze, monitor, or share audio, visual, digital, location, thermal, biometric,
behavioral, or similar information or communications specifically associated with, or capable of
being associated with, any specific individual or group; or (2) any system, device, or vehicle that is
equipped with an electronic device, hardware, or software under paragraph (1). (3) The following
technologies: (i) international mobile subscriber identity (IMSI) catchers and other cell site
simulators; (ii) automatic license plate readers; (iii) electronic toll readers; (iv) closed-circuit television
cameras; (v) biometric surveillance technology, including voice, itis, and gait-recognition software
and databases; (vi) mobile DNA capture technology; (vii) gunshot detection and location hardware
and services; (viii) x-ray vans; (ix) video and audio monitoring or recording technology, such as
surveillance cameras, wide-angle cameras, and wearable body cameras; (x) surveillance enabled or
capable lightbulbs or light fixtures; (xi) tools, including software and hardware, used to gain
unauthorized access to a computer, computer service, or computer network; (xii) social media
monitoring software; (xiii) through-the-wall radar or similar imaging technology; (xiv) passive
scanners of radio networks; (xv) long-range Bluetooth and other wireless-scanning devices; (xvi)

radio-frequency L.D. (RFID) scanners; (xvii) software designed to integrate or analyze data from
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surveillance technology, including surveillance target tracking and predictive policing software; and

(xviii) facial recognition technology.

(b) The report must contain: (1) a description of each type of surveillance technology acquired,
funded, or used; (2) a summary of how each technology was used; (3) a general description of the

geographic areas of the City where the surveillance technology was deployed; (4) a summary of

complaints or concerns that were received about each surveillance technology; (5) the results of any

internal audits regarding surveillance data; (6) any information about regulatory violations in

connection with surveillance technologies, and the response to the violations; (7) an analysis of any

discriminatory, disparate, and other adverse impacts of the use of the technology upon civil rights

and civil liberties; and (8) total annual costs for the surveillance technology.

(c) The scope of this report shall be from January 1, 2020, to present time.

Appendix IV. List of Technologies

Department/Bureau

Tool

Innovation and Performance

Unmanned Aerial Services (drones)

Mobility and Infrastructure

Automated Red Light Enforcement

Mobility and Infrastructure

Inductive Loops (standard traffic detection)

Mobility and Infrastructure

Microwave Radar (standard traffic detection)

Mobility and Infrastructure

Camera (standard traffic detection)

Mobility and Infrastructure

Miovision Cameras (advanced traffic detection)

Parks and Recreation

City Data.Al

Public Safety Cameras (Public Safety Security Initiative)

Public Safety Automated License Plate Readers (Public Safety
Security Initiative)

Public Safety Access Control (Public Safety Security Initiative)

Public Safety Sound Thinking Gun Shot Detection (ShotSpotter)

Permits, Licenses, and Blitzz

Inspections

Police UAS (drones)

Police CellHawk

Police Cellebrite

Police Berla
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Police Axon Body 4
Police Axon Fleet 3
Police Axon Interview
Police FUSUS

SWAT (Police) Throwbots
SWAT (Police) PoleCam

SWAT (Police)

Underdoor Camera

Unit (Police)

Explosive Ordnance Devices Telerob Telemax Hybrid
Unit (Police)

Explosive Ordnance Devices Icor Flex
Unit (Police)

Explosive Ordnance Devices Icor Mini x 2
Unit (Police)

Explosive Ordnance Devices Icor T-5
Unit (Police)

Explosive Ordnance Devices Icor MK 3
Unit (Police)

Explosive Ordnance Devices Andros FOA
Unit (Police)

Explosive Ordnance Devices Andros F6B

Explosive Ordnance Devices

Unit (Police)

Scan-X Scout

Explosive Ordnance Devices

Unit (Police)

Logos T-Series

Unit (Police)

Explosive Ordnance Devices NexRay MMX
Unit (Police)

Explosive Ordnance Devices NexRay Nano
Unit (Police)

Explosive Ordnance Devices Novo

Unit (Police)

Explosive Ordnance Devices Open Vision

Public Works

Trail Cameras

Appendix V.

NYPD POST Act and Impact Policies
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Appendix VI.

Long Beach Digital Rights Platform

Appendix VII.

Portland Smart City PDX Surveillance Technologies Inventory Project
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