Ordinance amending and supplementing the Pittsburgh Code, Title Six: Conduct, by adding a new Article IX, entitled Privacy Policy for City Email and Data Systems.

Title Six: Conduct of the Pittsburgh Code of Ordinances is amended and supplemented by the addition of a new Article IX: Privacy Policy for City Email and Data Systems as follows:
TITLE SIX: CONDUCT

ARTICLE IX:

Privacy Policy for City Email and Data Systems

CHAPTER 690: GENERAL PROVISIONS

§690.01 Purpose
The Privacy Policy for City E-mail and Data systems will ensure the following:  

(a) Limit the access to employee’s email and/or data files to a legitimate request submitted by a Department Director

(b) Be used in correlation with reference to the City of Pittsburgh Electronic Communications Policy

(c) Maintain employee integrity and responsibilities with minimal impact


(d) Establish a definition of a legitimate request.
§690.02 System Maintenance 

(a) City Information Systems reserves the right to enter a City of Pittsburgh employee’s profile containing both emails and data files without completion of the procedures identified in Chapter 691, while acknowledging the penalties associated with ordinance violation.

(b) The main objective for CIS interaction is network performance, not employee scrutiny.  

(c) Employee information shall not be intentionally viewed, unless a valid violation of the Electronic Communication Policy is evident.  

(d) Any information found non-job related is subject to deletion and/or authoritative notification.
CHAPTER 691: Procedures

§691.01  Procedures

The following is a sequence of steps of which a request must go through in order to obtain the required information.  Approval must be acquired at each consecutive stage before advancement to the next stage.

(a) Initial Request-The supervisor or manager must complete Part1: Information Being Requested of the Permission to View Email and/or Data Files Form, and forward to Department Director for approval.

i. If the Director deems the request is valid, with reasonable cause or suspicion of violation to the City of Pittsburgh’s Electronic Communication policy he/she will complete and sign the copy of the request and forward to the Law Department for review and approval of the City Solicitor.

ii. If the Director denies the supervisor’s request, the request is still to be forwarded to the Law Department for final review.

(b) Law Department: The Law Department reviews both the Supervisor and Director’s comments and recommendations to concur with the legitimacy of a request.  

i. The Law Department will review the request to confirm no legal issues being violated, and with the Solicitor’s approval will forward the request to City Information Systems (CIS).

ii. Without the approval of the City Solicitor; the request is fully denied and can not proceed any further

(c) City Information Systems (CIS):  The approved request is forwarded to the Director of CIS to acknowledge if the information is available and accessible.

i. The request is then assigned to a CIS network manager, who will search to determine if the information is obtainable.

ii. If the information is found and deemed accessible, the assigned network manager will notify the Department Director and the City Solicitor, and schedule a compatible meeting for viewing the information at the City Information System’s office.

iii. If the information can not be accessed the request is deemed inconclusive and the Department Director and Solicitor are notified that the request can not be satisfied.
(d) Viewing

i. The Department Director and the City Solicitor are the only approved personnel permitted to view information approved for access.

ii. A designated time period will be assigned, according to the Department Director and City Solicitor, for information access with acknowledgement that this period is the only approved viewing.  At no time shall the period be extended or rescheduled without resubmission of a new request, and documentation listing the reasons for incompletion of the initial request.

iii. Viewing of information must take place within the City Information System’s office.

iv. At no time will information be sent / transferred to either the Department Director or City Solicitor’s computer or hard drive for viewing.

(e) Extra Information

i. The search of an employee’s electronic data shall be limited to the information listed in the request form. It shall not be used as a way to search through all employee records. If there is any criminal activity that is discovered during a search, it shall immediately be reported to the appropriate authorities.

(f) Notification

i. Within seven (7) days of the viewing of an employee’s data, the City Solicitor shall submit written notice to the employee of the action taken.

(g) Records

i. The Law Department shall maintain a copy of all request forms regardless if the request is approved or denied. 

§691.02 Retention of Information 

(a) Any form of duplication is limited to hard paper copies only, and must be pre-approved on the request form through the law department.

(b) Information that is duplicated, will be gathered and sent back to Department Director following the meeting and a review of information by the Law Department.  

(c) No duplicates may be gathered through soft-copy devices or source.  No flash drives, cameras, or any other form of electronic that is capable of retaining information is permitted into the viewing.

(d) Requests for duplicate information must be submitted immediately following time of the viewing.

CHAPTER 692: Special Procedures

§692.01 Special Procedures

(a) City Clerk Staff
i. For the purposes of this Chapter, the President of City Council shall be considered the Director for an employee of the City Clerk’s office.

(b) City Council Staff

i.  For the purposes of this Chapter, the Council Member shall be considered the Director for any employee in his/her office.

(c) Elected Official

i. If there is a need to review the electronic files of the Mayor, City Controller, or a Member of City Council, the request must be approved by the City Solicitor, the Director of CIS, and the Chair of the Ethics Hearing Board.
(d) Solicitor

i. If there is a need to review the electronic files of the City Solicitor, then the request must be approved by the Mayor, the Director of CIS, and the Chair of the Ethics Hearing Board.

(e) Director of CIS

i. If there is a need to review the electronic files of the Director of CIS, then the request must be approved by the Mayor, the City Solicitor, and the Chair of the Ethics Hearing Board.
CHAPTER 693: Penalties

§693.01 Penalties.  
The following actions constitute a violation of city policy:    
(a) Attempt to gain access without a completed and approved request form.

(b) Information is distributed by City Information Systems without signatures of both the Department Director and the City Solicitor.

(c) Retaining and Duplication information without proper approval from the Law Department on request form.

(d) Acquiring unrequested and non-approved employee information during “system maintenance”.

Any Violator is subject to administrative discipline up to and including termination.  Notification of violation of this Article shall be made to the District Attorney.

Permission to View Email and/or Data Files Form

Part1: Information being requested

Employee’s Name:

Employee’s Department:

Requested Electronic Information:  Email(s)

        Data File(s)                         Both

Reason for Request:


Hardcopies requested if legitimate information is found:
    Yes

    No


Supervisor Signature






      Date


Part 2: Department Director





Date Received:

This request is:
Approved


Disapproved

The Reason(s) for Request Approval/Disapproval:




Department Director Signature





Date


Part 3: Law Department





Date Received:


This request is:          Approved


Disapproved




If Approved, Hardcopies Request:  
       Approved
                      Disapproved 

The Reason(s) for the Request Approval/Disapproval:




City Solicitor Signature





        Date

Part 4: City Information Systems




Date Received:

Network Manager Assigned

Information Accessible:




Information will be available from 00-00-0000 to 00-00-000 at the City     Information Offices


Information Inaccessible:

Reason Information is inaccessible:


                                                                                                  


Director of CIS






        Date

